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Introduction

This P-CR proposes a key issue on RLOS use bypassing fraud controls.

************************first change *******************************************

6.X
Key Issue #X: UE Fraud controls bypassed using RLOS
6.X.1
Key issues details

Any identity (such as IMEI) information provided by an unauthenticated UE can’t be trusted by the network to be the real identity of the UE.  This alongside the lack of any business relationship between the serving PLMN and HPLMN means that any kind of fraud control (e.g. stolen handset blacklisting, other service restrictions) originated by the HPLMN can't be enforced in the serving PLMN.
6.X.2
Potential Security threats

Users engaged in fraud or using stolen (blacklisted) devices may be able to obtain services accessed via RLOS.
